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{token: "[alphanumeric]", log_type: "web", pagingIdentifiers:
{

"next_time": "2020-08-26T11:38:25.894Z",
"last_iteration": true,
"hashes": {

"65653099c7e214052fd8530b6fbdb5d8": 0
}

}

log_type

pagingIdentifiers

pagingIdentifiers

pagingIdentifiers
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Content-Length: 0
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curl --header 'Content-Type: application/json' --data '{"token": "[alphanumeric]"}'
https://logs.menlosecurity.com/ api /rep/v1/fetch/client_select

<html><title>401: Unauthorized</title><body>401:Unauthorized</body></html>

{
"timestamp": "2020-08-04T02:57:46.902Z",
"result": {

"pagingIdentifiers": {},
"events": []

}
}
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{
"timestamp": "2019-04-10T21:00:02.599Z",
"result": {

"metrics": [
"last_access",
"rows"

],
"events": [

{
"event": {

"top_url": "http://example.com",
"egress_country": "US",
"domain": "example.com",
"protocol": "http",
"risk_tally": "-1",
"origin_ip": "130.65.255.101",
"has_password": "NA",
"file_size": "NA",
"origin_country": "FR",
"x-client-country": "US",
"browser_and_version": "Chrome_72",
"user-agent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_0) AppleWebKit/537.36 

(KHTML, like Gecko) Chrome/72.0.3325.181 Safari/537.36",
"egress_ip": "54.111.221.123",
"threats": "cats_Phishing & Fraud",
"severity": "5",
"event_time": "2019-04-10T21:00:40.548000",
"dst": "130.65.255.101",
"filename": "NA",
"risk_score": "low",
"version": "2.0",
"sha256": "fd1aee671d92aba0f9f0a8a6d5c6b843e09c8295ced9bb85e16d97360b4d7b3a",
"soph_dlp_ref": "NA"
"tab_id": "1",
"xff_ip": "NA",
"product": "MSIP",
"vendor": "Menlo Security",
"request_type": "GET",
"pe_reason": "6c6ea27d-5350",
"categories": "Education",
"x-client-ip": "12.206.221.226",
"name": "page_request",
"url": "http://example.com",
"response_code": "200",
"userid": "admin@menlosecurity.com",
"full_session_id": "KbJQIDPS-1"
"pe_action": "isolate",
"threat_types": "Phishing",
"ua_type": "supported_browser",
"content-type": "text/html; charset=iso-8859-1",
"is_iframe": "true",
"region": "us-west-1b"

}
}

],
"pagingIdentifiers": {

"pnr_page_request_2019-04-10T21:00:00.000Z_2019-04-10T21:01:03.456Z_2019-04-10T21:00:00.000Z": 1
}

}
}
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anon-xxx

Isolate
Allow Block Direct
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{
"timestamp": "2020-03-09T17:16:22.227Z",
"result": {

"metrics": [
"last_access",
"rows"

],
"events": [

{
"event": {

"dst_url": "http://tinyupload.com/",
"user_input": "false",
"protocol": "http",
"file_type": "CSV",
"domain": "tinyupload.com",
"alerted": "false",
"ccl_ids": "CreditordebitcardnumbersGlobal",
"severity": "5",
"event_time": "2020-03-09T17:16:22.227000",
"event_id":

"a4c2161b3f81a287ec46d3c993a33f3b97ded5fd854fa184e7f50679303111ce",
"filename": "credit_cards.csv",
"version": "2.0",
"sha256": "fd1aee671d92aba0f9f0a8a6d5c6b843e09c8295ced9bb85e16d97360b4d7b3a",
"status": "dirty",
"product": "MSIP",
"ccl_match_counts": "1",
"vendor": "Menlo Security",
"ccl_scores": "1",
"rule_name": "Credit card block rule",
"request_type": "GET",
"src_url": "http://tinyupload.com/",
"categories": "Download Sites",
"stream_name": "/safefile-input/working_file",
"name": "file_upload",
"userid": "admin@menlosecurity.com",
"action": "block",
"rule_id": "1f3ef32c-ec62-42fb-8cad-e1fee3375099"

}
}

],
"pagingIdentifiers": {

"dlp_31_2020-03-09T17:11:48.987Z_2020-03-09T17:16:48.987Z_2020-03-09T17:00:00.000Z": 0
}

}
}
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dirty

ccl_ids
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ccl_ids

working_file

anon-xxx
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{
"timestamp": "2019-04-10T20:51:10.488Z",
"result": {

"metrics": [
"last_access",
"rows"

],
"events": [

{
"event": {

"product": "MSIP",
"sub_event_type": "logout",
"uid": "admin@menlosecurity.com",
"event_time": "2019-04-10T20:55:26.347000",
"name": "authentication",
"version": "2.0",
"audit_actions": "logout",
"vendor": "Menlo Security",
"rev_id": "NA",
"severity": "5"

}
}

],
"pagingIdentifiers": {

"admin_audit_log_2019-04-10T20:50:29.465Z_2019-04-10T20:55:29.465Z_2019-04-10T20:00:00.000Z": 0
}

}
}
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anon-xxx
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{
"timestamp": "2019-04-10T21:16:09.060Z",
"result": {

"metrics": [
"last_access",
"rows"

],
"events": [

{
"event": {

"delivered_to": "bsmith@company.com",
"domain": "cnn.com",
"vendor": "Menlo Security",
"rewritten": "transform",
"event_time": "2019-04-10T21:19:47",
"from": "jdoe@company.com",
"message_tid": "e52a2c70-3d04-11e8-8a0b-918c2380e1d4",
"charset": "UTF-8",
"product": "MSIP",
"name": "url-rewrite",
"url": "cnn.com",
"reason": "default",
"version": "2.0",
"email_date": "2019-04-10T14:19:41-07:00",
"message_id": "CACiMZ7P4LGPwwqbp+dKQ@mail.gmail.com",
"subject": "Check This Out",
"to": "bsmith@gmail.com"
"severity": "5"

}
}

],
"pagingIdentifiers": {

"safemail_2019-04-10T21:16:09.060Z_2019-04-10T21:21:09.060Z_2019-04-10T21:00:00.000Z": 2
}

}
}
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{
"timestamp": "2019-04-10T21:16:09.060Z",
"result": {

"metrics": [
"last_access",
"rows"

],
"events": [

{
"event": {

"product": "MSIP",
"rvlabs_factor": "0",
"vendor": "Menlo Security",
"rewritten": "replaced",
"event_time": "2019-04-18T11:52:33.459Z",
"file_type": "PDF",
"filename": "invite.ics",
"from": "jdoe@company.com",
"reply_to": "jdoe@company.com",
"sender": "Google <calendar notification@google.com>",
"bytes": "17036",
"delivered_to": "bsmith@company.com",
"to": "bsmith@company.com",
"name": "attachment-rewrite",
"message_tid": "30d7a0b0-a2dd-11e8-b2b5-916b58752559",
"reason": "test",
"version": "2.0",
"email_date": "2019-04-18T11:38:02+00:00",
"sha256": "6f5aacaf01daecd95c04d0d43f20649bb7212ecbf304a71cdd6c32cdbd4bfb73",
"subject": "Meeting Invite",
"message_id": "4MB00601840C057.namprd94.prod.outlook.com",
"mime_type": "application/pdf",
"severity": "5"

}
}

],
"pagingIdentifiers": {

"safemail_2019-04-18T00:00:00.000Z_2019-04-19T21:21:09.060Z_2019-04-10T21:00:00.000Z": 2
}

}
}
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{
"timestamp": "2018-04-10T21:16:09.060Z",
"result": {

"metrics": [
"last_access",
"total_links",
"time_handoff_up",
"original_bytes",
"time_handoff_down",
"rewritten_links",
"rewrite_time_taken",
"rows",
"time_taken"

],
"events": [

{
"event": {

"severity": "5"
"smtp_reply": "250",
"time_handoff_down": 1.5959999561309814,
"total_links": 3,
"rows": 1,
"from": "NA",
"next_hop_reason": "250 2.6.0 

<CACiMZ7P4LGPwwqbpYUiit9VW=HT30vhJorgmq_4g1Uw5b3+dKQ@mail.gmail.com> [InternalId=115680649151408, 
Hostname=BY1PR10MB0358.namprd10.prod.outlook.com] 22156 bytes in 0.309, 69.903 KB/sec Queued mail 
for delivery",

"event_time": "2018-04-10T21:19:49",
"src_tls": "true",
"hostname": "safemail.menlosecurity.com",
"src_ip": "216.32.181.23",
"to": "NA",
"version": "2.0",
"message_id": "CACiMZ7P4LGPwwqbp+dKQ@mail.gmail.com",
"product": "MSIP",
"vendor": "Menlo Security",
"timestamp": "2018-04-10T21:19:49.000Z",
"src_port": "16928",
"reason": "NA",
"dst_tls": "true",
"rewritten_links": 3,
"time_taken": 2.6410000324249268,
"rewrite_success": "true",
"time_handoff_up": 0.2930000126361847,
"name": "upstream-accept",
"message_tid": "e52a2c70-3d04-11e8-8a0b-918c2380e1d4",
"region": "us-east-1a",
"unix_time": "1523395189",
"unix_time_iso": "2018-04-10T21:19:49",
"mode": "transform",
"dst_ip": "207.46.163.10",
"dst_from_port": "58145"

}
}

],
"pagingIdentifiers": {

"smtp_request_2018-04-10T21:14:51.630Z_2018-04-10T21:19:51.630Z_2018-04-10T21:00:00.000Z": 0
}

}
}
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550 foo bar*
NA
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NA
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{
"event": {

"alert_type": "isoc",
"browser_and_version": "Chrome_83",
"policy_applied": "allow",
"recommended_action": "investigate",
"click_time_verdict": "Malware Sites",
"target_domain": "ianfette.org",
"click_time_timestamp": "2020-06-02T01:20:56.446Z",
"origin_ip": "173.201.140.128",
"file_size": "NA",
"browser_type": "supported_browser",
"severity": "high",
"event_time": "2020-06-02T01:21:09.097762",
"user-agent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) 

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.36",
"version": "2.0",
"product": "MSIP",
"vendor": "Menlo Security",
"alert_sub_type": "isoc_access_malicious_site",
"dest_ips": "173.201.140.128",
"url": "http://ianfette.org/",
"alert_name": "Malicious Site Access",
"document_download_type": "false",
"http_method": "GET",
"resource_category": "page_request",
"alert_source": "web",
"browser": "Chrome"

}
}
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none

investigate

immediate
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